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EXECUTIVE SUMMARY

Risk is a characteristic of a situation in which a number of outcomes are possible, the
particular one that will occur is uncertain and at least one of the possibilities is undesirable.
Much of the work of the U.S. Army Corps of Engineers (Corps) is involved with managing the
risk associated with natural processes, such as flooding and drought. Safety and quality of human
life, large amounts of money and environmental issues are all at stake in the decisions made by
the Corps relating to the management of natural risks.

Risk analysis is encouraged by regulation and guidance as a “way of doing business’
within the Corps and is increasingly used in technical aspects of plan formulation. Risk analysis
is comprised of three components—risk assessment (analysis of the technical aspects of the
problem to determine uncertainties and their magnitudes), risk communication (conveying
information about the nature of the risks to all interested parties) and risk management (deciding
how to handle risks). The majority of theCorps efforts have been devoted to the technical factors
of risk assessment, providing quantitative and qualitative estimates of the results of alternatives,
containing measures of the risk associated with those alternatives. Less attention has been paid to
the issues of communication and management, in particular with respect to the role of decision-
making in the presence of risk information.

Typical practices within the Corps where risk assessments have been developed is to use
risk-based analytical techniques such as the Monte Carlo simulation to incorporate measures of
uncertainty in plan evaluation and then to describe the results through the average (expected
value) of measures such as Nationa Economic Development (NED) associated with each
aternative. Plan selection is then based on the use of these expected values. A better
methodology goes beyond expected value by explicitly introducing measures of risk associated
with each aternative into the decision process. This approach presents to decision-makers, for
example, the option of choosing a plan with more certain, but lower, net NED benefits over a
plan with somewhat larger net NED benefits, but a much greater degree of uncertainty as to
whether those benefits would actually be realized.

The techniques and procedures to develop better descriptions of the risk characteristics of
aternatives already exist. The challenge is to go beyond the use of expected value in terms of
both risk communication and risk management. Expected value is only one of the measures to be
displayed to decision-makers—other measures that describe risk and uncertainty should also be
calculated and displayed. The decision-maker is then provided a richer description of each
alternative and can explicitly consider the risk associated with any given choice. In general, this
can be considered to be a Multi-Criterion Decision Making (MCDM) problem, in which risk is
explicitly characterized and appropriate risk-reward tradeoffs are considered.

This document describes a three-step process for incorporation of risk analysis into the
decision making process:

1. Framing of the problem in terms of risk analysis
2. Application of appropriate tools and techniques to obtain quantified results
3. Useof the quantified resultsin a structured MCDM process

Executive Summary iX



Basic technical concepts of risk are discussed and a variety of methods of quantifying
risk and visualizing risk measures are demonstrated. The MCDM approach is discussed. A
worked example shows how risk-based information can be incorporated into a MCDM process.
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|. INTRODUCTION

The Corps continues to develop techniques and procedures to analyze the risk associated
with Civil Works actions. Techniques for developing risk and uncertainty estimates associated
with project costs, benefits and impacts, are increasingly being called for in guidance and used in
studies. Risk analysis is slowly becoming a more norma way of looking at things within the
Corps. To date, however, there has been little incorporation of risk anaysis in the actual
decision-making or choice of alternatives. Where risk analysis has been used, it is typically used
at the technical levels of plan evaluation, to develop average or expected values, for example for
net economic development benefits, which are then used in the decision-making effort. Thisisan
important distinction—a particular plan might have a slightly higher average NED benefit than
another alternative, but be much riskier, in the sense that the probability of achieving a lower
NED benefit is large. This kind of analysis seldom makes its way into the Corps decision-
making. This document is informed by a particular viewpoint—that quantification of risk is
possible, desirable and necessary—and that it should be explicitly taken into account in the
decision-making process when choosing between aternatives.

The purpose of this document is to assist and encourage the development and use of risk-
based techniques within the Corps Civil Works decision-making; particularly, go beyond the
typical “expected value’ approach for choosing between alternatives. The perspective taken is
that expected value is only the most basic measure that can be displayed to decision-makers.
Other measures that describe risk and uncertainty should also be calculated and displayed
properly. This leads to decision-making where the risk, as well as the ‘reward,” is explicitly
displayed and taken into account in the decision effort. Thus, the process involves:

Understanding of concepts, methods and techniques of risk analysis
Ability to communicate risk concepts and measures appropriately
Ability to utilize risk measures in decision-making

The contents of this document are drawn from the significant body of work and research
done within the Corps and elsewhere on issues of risk. It differs from previous work in that the
focus of the document is on specific decision-making aspects of risk analysis—that is, at the
point a which information is displayed that represents the range of choices and uncertainties
associated with those choices. Thisisin contrast to the currently typical situation in which risk
and uncertainty are by and large hidden from the decision-making process.

Many standard works on risk analysis are oriented towards arenas outside the scope of
normal Corps activities, such as risks due to low dose exposures of potentially hazardous
materials (i.e., radon, chlorinated hydrocarbons in drinking water) or from introduction of new
and/or unproven technologies (i.e., nuclear waste disposal, genetically engineered crops). Many
of these references devote a good deal of content to questions of determination of dose-response
and threshold impacts in humans to biological factors, communication of unfamiliar technologies
to the public at large and other matters not highly relevant to the Corps decision issues. In these
situations, risk analysis is frequently used to set a target level (e.g., maximum permissible
exposure to a pollutant) with no emphasis on how to accomplish that. In the Corps efforts, risk
analysisis commonly directed towards evaluating alternative ways of achieving atarget.

I. Introduction 1



This document is oriented more towards the typical problems confronted by the Corps
analysts and decision-makers, which tend to be related to familiar engineered works, natural
processes with historical records and phenomena that are at least generally familiar to the public.
Thus, in one sense, the incorporation of risk analysis in decision-making within the Corpsis an
easier task than in other arenas, because of the long history of analytical efforts at rational
decision-making within the Corps and the familiar problems that are examined.

ROAD MAP

The sections of the guidebook are as follows:

The Nature of the Problem—Choice Under Risk and Uncertainty in the Corps Civil
Works

Methodologies for Risk Assessment
Decision-Making Approaches
An Illustrative Example

Much of the discussion assumes a basic familiarity with risk approaches and measures of
risk. An overview of these and related concepts is provided in appendices on:

Risk in the Corps Planning Process
Basic Risk Concepts

The Quantitative Description of Risk
Risk Visualization and Communication

ACKNOWLEDGEMENTS

As noted above, this document draws heavily upon the work of others. The project officer
is Michael R. Walsh of the Institute for Water Resources. Mr. Walsh has guided development of
many of the risk-based and multi-criterion decision tools developed by IWR. Dr. David Moser,
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drawn. A critical examination of the Corps approaches to risk analysis, conducted by Prof. Jery
Stedinger of Cornell University, was also of great value, as were other previously published
Corps documents relating to risk analysis. William Werick of IWR provided information and
insight on the use of systems dynamics and shared vision-planning approaches. Keith Hofseth
and Bruce Carlson of IWR provided valuable review comments to drafts of this document, as did
David Moser and Charles Y oe.
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lI. THE NATURE OF THE PROBLEM: CHOICE UNDER RISK
AND UNCERTAINTY IN THE CORPS CIVIL WORKS

Within the Civil Works program of the Corps, there is along history of encouragement,
development and use of rational decision-making techniques based on sound, quantifiable
engineering, economic, environmental and other factors. The Corps is a mgjor user of cost-
benefit analysis as a formal evaluation technique. This requires careful quantification of many
factors and numerous techniques have been developed to this end. The Corps guidance dictates
choosing, as the preferred adternative, the plan that maximizes net National Economic
Development (NED) benefits, subject to certain constraints. The Corps guidance also encourages
and frequently requires the use of risk analysis.

The Corps Civil Works Program is primarily concerned with works related to natural
processes and events. These processes have inherent natural variability and associated risk and
there is uncertainty in our analytical representations (models) due to our inability to completely
understand and describe these processes (knowledge uncertainty). Floods, hurricanes and
droughts are all beyond point-specific prediction at present. As well, the impacts of natural
events have profound economic, environmental and safety implications. Statistical measures can
provide important insight into the variability associated with these processes and their
consequences. The incorporation of the factors describing uncertainty and variability into the
decision-making process comes under the general term of risk analysis, which in itself
incorporates the three components of risk assessment, risk communication and risk management.
Risk analysis provides a more accurate representation of our knowledge of a particular situation,
even if it describes how uncertain our knowledge is. As such, it is an important decision-making
aid.

Risk analysis has been used in a number of Corps studies and is applicable to a wide
range of decision problems within the Corps. Risk analysis is not only for extreme or low-
probability events, but also for any situation in which there is arange of possibilities. At present,
thereisabody of successful experience within the Corpsin the use of risk analysis, including:

Hoover Dike (SAJ)

Examination of economic benefits of rehabilitation of the levee surrounding Lake
Okeechobee, taking into account uncertainty in hurricanes, lake stage and levee
performance.

Hydropower Rehabilitation Studies

Comparison of aternative rehabilitation plans for generators/turbines, making use of
probabilities of failure of generators and turbines and maintenance and rehabilitation
costs.

Gulf Intracoastal Waterway

Examination of navigation improvement plans for portions of the GIWW, based on
minimizing delays to barge traffic and incorporating uncertainty in tow trips and
travel time.

II. The Nature of the Problem: Choice Under Risk and Uncertainty in the Corps Civil Works 3



HEC Flood Damage A ssessment

HEC has developed the widely applied HEC-FDA program, an integrated software
system for performing an integrated hydrologic and economic analysis during the
formulation and evaluation of flood damage reduction plans. HEC-FDA embodies
risk-based analysis procedures to quantify uncertainty in discharge-exceedance
probability, stage-discharge and stage-damage functions. HEC-FDA approaches have
been used in the Beargrass Creek Basin Study (Louisville District) and numerous
studies by the New Orleans, Mobile, Fort Worth, Galveston, Honolulu, Kansas City,
Los Angeles, Omaha, Portland, San Francisco, Savannah, St. Louis and St. Paul
Districts among others.

The Corps has promoted research into the use of risk analysis approaches, developed
specific tools for risk-based analysis in problem arenas important to the Corps and encouraged
application of risk anaysis as a decision making tool through appropriate guidance. The
techniques of risk analysis as applied to the Corps Civil Works problems are reasonably well
known and risk analysis applications are increasingly present in the Corps studies. There is
increased understanding in the technical community that risk perspectives and approaches
provide more useful information about the nature of problems and decisions and this is reflected
in requirements for risk analysisin the Corps guidance.

Risk analysis can be viewed as having three components—risk assessment, risk
communication and risk management. Risk assessment comprises an analysis of the technical
aspects of the problem—what are the uncertainties and what is their magnitude? Risk
communication deals with conveying the information, while risk management involves the
decision process. Thus, risk assessment tends to provide quantitative (and qualitative) estimates
of the results of alternatives containing measures of the risk associated with those alternatives.
This aspect of risk analysis has been utilized in a number of Corps projects. Effective
communication of the risk-associated results of decision makers and decision-making based on
the risk measures has not been realized to the same degree.

In general, the analytical approaches of risk assessment use the tools, techniques and
language of probability and statistics to provide estimates of the mean (expected value, average)
of parameters related to alternatives in question—average net benefits, average tow delay,
average power production. The analytical techniques also provide measures of the risk, that is,
the likelihood of achieving the expected result. These risk-related measures add additional
variables to the decision process, beyond use of the expected value. Consequently, the decision
process becomes more complex. Decision-makers can now include this additional information,
whichis, in general, less familiar and less easily understood than the more typical measures such
as average net benefits. Decision-makers face a difficult task when risk analysisis used:

Decisions cannot easily be reduced to comparisons of single numbers.
The decisions are inherently multi-criterion.

Expert opinion is often involved and expert opinions frequently vary.

Public perceptions and values may be very distinct from those of decision-makers or
analysts.

Results are less easily interpreted.
The concepts and techniques are often unfamiliar.
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It is often difficult to communicate effectively about risk and uncertainty issues.
The ‘best choice’ may not be obvious.

Risk analysis is thus more complex than ‘typical’ benefit-cost analysis.

It is more explicit about the variables that play arole.

The variables are generally characterized by more than a single number.
It is more exact about the state of knowledge of the situation.

More specificity about interactions between processesis required.

Some form of computer-based modeling is typically used.

The models may be complex, hard to understand and evaluate.

More information is required.

The problem can be addressed by explicitly incorporating descriptions of the variability
associated with the different criteriathat are relevant to the decision process. This can be donein
avariety of ways, from simple descriptions to complete mathematical analyses and definition of
probability distributions. The general problem is to go beyond the typical use of measures such
as expected value, and incorporate the other, more complete measures of risk. Thisis not as neat
a problem as simply choosing the plan with the largest expected value of net benefits. There are,
however, a number of methods that can be used to assist in decisions of this kind. Later sections
of this document demonstrate approaches and methods to incorporate this information into the
decision process.

BEYOND EXPECTED VALUE

“Feasibility studiesin water resources are conducted under the assumption that the ‘most likely’
or ‘expected’ values of benefits (monetary and otherwise) can provide an appropriate basis for
the evaluation and comparison of alternative plans. Current methodological frameworks are not
able to accommodate ranges of values for al input parameters. Even when the effort is made to
consider parameter ranges, it is not clear how to proceed with the anaysis of risk and
uncertainty—what analytical tools are to be used, and what tradeoffs to generate in order to assist
in the decision-making process.”

“Risk and uncertainty ought to be addressed more prominently ... Requirements for specification
of only expected vaues should be extended to include a range of possible values and
probabilities of occurrence for these values. Again, greater effort should be made to promote the
use of risk-assessment techniques in the evaluation of costs and benefits, measurement of effects,
and the generation of tradeoffs among alternative plans.” (Goicoechea, 1982)

As typicaly used within the Corps, risk assessment results in statistical measures related
to plan aternatives, usualy a mean (expected) value of NED benefits, and a standard deviation.
For example, net NED benefits associated with a set of plan alternatives might be as shown in
Table I1-1.
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TABLE II-1
NET NED BENEFITSASSOCIATED WITH A SET ALTERNATIVES

Plan Alternative Expected Value of net NED Standard Deviation of net NED
Benefits (million $) Benefits (million $)
A 5 4
B 4 2
C 2.6 3

Assuming anormal distribution based on the parameters, these options might appear as
followsin Figurell-1

-10 20

Net NED Benefits (million $)

FIGURE I1-1
NORMAL DISTRIBUTION OF NET NED BENEFITS

The location of the peak on the X-axis indicates the mean (expected value). Comparing
these values in the chart (and from the table above), Plan A has a higher expected value than
Plan B, but the chance of negative net NED benefitsis also greater. At the same time, the chance
of positive net NED benefits greater than 5 million dollars also greater under Plan A than under
Plan B. Under Plan B, the results are less variable. The problem for the decision-maker is to
determine whether the greater risk of Plan A is offset by the greater expected value.

Comparing plans B and C, it is clear that most would prefer Plan B to Plan C — the
expected value is greater, and the variance is less. There is only a small probability that the net
benefits associated with Plan C would be greater than those associated with Plan B, and a much
larger probability that the benefits would be lower.

Rather than ssmply choosing Plan A because of its higher net NED benefits, decision-
makers should take into account the additional information that describes the risk associated with
each plan. A variety of mechanisms for incorporating such risk information in the decision-
making process are described later in this document.
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Expected value is frequently ignored in real-world decisions. Gambling and insurance are two
examples:

“The mathematical probabilities indicate that we will lose money in both instances. In the case of
gambling, it is statistically impossible to expect — though possible to achieve — more than a
break-even, because the house edge tilts the odds against us. In the case of insurance, the
premiums we pay exceed the statistical odds that our house will burn down or that our jewelry
will be stolen.

Why do we enter into these losing propositions? We gamble because we are willing to accept the
large probability of a small loss in the hope that the small probability of scoring alarge gain will
work in our favor; for most people, in any case, gambling is more entertainment than risk. We
buy insurance because we cannot afford to take the risk of losing our home to fire — or our life
before our time. That is, we prefer a gamble that has 100 percent odds on a small loss (the
premium we must pay) but a small chance of a large gain (if catastrophe strikes) to a gamble
with a certain small gain (saving the cost of the insurance premium) but with uncertain but
potentially ruinous consequences for us or our family” (Bernstein, 1998)

TYPICAL RISK DECISION-MAKING PROBLEMS IN THE CORPS

While there are many ‘flavors’ of risk decision-making problems, there are certain types
that are common for the Corps decision-makers.

Single Investment Decision

Problem: Is an investment worthwhile? Which aternative plan is the best? Choose
the ‘best’ alternative, taking into account uncertainties in benefits and
costs

Objective: Maximize expected net benefits subject to other constraints

Example: Major Rehabilitation for a Navigation Lock

Uncertainties: Costs of Repair, Structural Integrity of Gates, ‘ True' B/C ratio

Tools: Monte-Carlo simulation, multiple-criteria decision-making techniques
Multiple Investment Decision
Problem: Choose a subset of alternatives (more than one) to implement under

budget constraints for a given area and objective

Objective: Maximize Expected Total Net Benefits
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Example: Allocate money to a number of different wetlands improvement projects
Uncertainties. Costs of improvement, habitat units obtained

Tools: Portfolio Analysis, Incremental Cost Analysis
Policy/Regulatory
Problem: Articulate a policy to prevent or minimize damage from uncertain future
events)
Objective: Hold population exposure to risks to lower than a defined quantity
Example: Dam Safety Policies

Uncertainties: Costs, structural integrity, hydrologic events

Tools: Expert opinion techniques (Delphi, Expert Choice)
Budgeting
Problem: Allocate resources among a number of competing projects/ groups

Objective: Spread funds adequately to support needed activities
Example: Annual O&M Budgeting Process to select work packages
Uncertainties. Costs and outputs of competing work packages, need for emergency funds

Tools: Automated Budget System (ABS), ABS-MCDM (Multi-Criteria Decision-
Making)

A PARADIGM FOR USE OF RISK ANALYSIS IN DECISION-MAKING

The building blocks of incorporating risk analysis into the decision making process are:

Framing of the problem in terms of risk analysis
Application of appropriate tools and techniques to obtain quantified results
Use of the quantified results in a structured decision-making process

In order to frame the problem appropriately, it is essential to understand risk concepts and
have a strong understanding of the problem at hand. This understanding is inherently multi-
disciplinary and should be done as a team effort. There are many factors involved — engineering,
economic, environmental, etc. In order to capture the diverse fields of knowledge involved, it is
useful to develop a document that describes the issue in terms of the:
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Scope of the problem to be addressed

Engineering and economic methodol ogies to be applied

Variables that are taken to be uncertain, and the initialy proposed methods of
handling risk and uncertainty for those variables

Sources of datato define the variables

Typicaly, some type of computerized model is used to develop the quantified results. A
variety of such models are used in risk assessment — such as decision trees, spreadsheets, Monte
Carlo simulations. For a given problem, there is usually a “build or buy” decision in terms of
choosing the appropriate tool. Models can be built ‘from scratch’ in a spreadsheet or using a
programming language. Generic simulation techniques embodied in * off-the-shelf’ programs can
be used, or speciaized, domain-specific applications, such as those developed by the Corps
Institute for Water Resources for studies in hydropower and navigation can be obtained. All such
models need to be examined for at least the following:

Good congruence with the problem at hand

Clarity of operation

Theoretical correctness

Reasonableness of data requirements

Adequate documentation of internal mechanisms and procedures
Ability to trace out what is really happening

Learning curve

Ease of use

Support

If no available model is adequate for the problem at hand, the “build” decision may be
exercised. It is essential that any such custom-built effort be appropriately documented, and
careful consideration must be given to issues of:

Resources available for development

Schedule

Needed skills to develop, use, and understand the model
Ongoing support.

Building a tool does not necessarily imply building it in-house — it can be commissioned
from avariety of outside sources (e.g., consultants, centers of expertise within the Corps).

Once a model is in hand, it must be used properly. There are many issues involved in
insuring that numerical results are reasonable. Monte Carlo simulation is a good example of
these issues. Monte Carlo simulation is a well-known technique for analyzing physical systems
where probabilistic behavior is important. Events are represented as probabilistic occurrences,
with defined probability distributions. The relationships of these events are embodied in the
model, which is then run many times, with varying inputs based on the probabilities of the
events. The results are recorded for each simulation run (iteration), and summarized statistically.
In this fashion, the interacting probabilities result in statistics for the total system. A wide range
of situations can be examined along with alternative designs and operations. The result is both an
expected value and a distribution of results.

Among the issues that must be addressed for a Monte Carlo simulation are:
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Adequate number of iterations to achieve statistical validity
Method of data development to parameterize the model
Appropriate choice of distributions

Appropriate use of random number generators internal to the model

Similar numerical issues apply to other risk assessment techniques.

The results of a model can provide varying levels of detail for each alternative
considered:

Expected value of parameters
Other statistical measures of the parameters
Compl ete description of the probabilistic distribution of the parameters

As noted previoudy, it is common for the decision-makers to make use only of the
expected value of parameters, and make a choice accordingly. A better choice is to include an
explicit description of the risk/uncertainty associated with a criterion. Thus, for example, net
NED benefits might be a primary and important criterion, described by expected value, but the
expected range of such benefits might also be taken into account,, as could the ‘worst-case’ level
of such benefits.

The genera paradigm for use of risk analysis in decision-making proposes that a risk
assessment process should make use of analytical tools to provide to the decision-making
process measures of both the expected value and the uncertainty associated with that value for
each criterion and alternative considered. Quantitative models such as Monte Carlo simulation
models can be used to develop a definition of the probability distribution surrounding costs,
benefits and outputs. This is the most detailed description of the associated uncertainty, but
other, ssimpler measures, ranging from qualitative (e.g., highly unlikely, likely) to summary
guantitative measures (standard deviation, worst-case scenario at a 95 percent probability, etc.),
can also be developed. Thus, the output of the risk assessment process for decision-making can
be considered to be a matrix describing the situation shown in Table [1-2.

TABLE I1-2
Risk Assessment Matrix

Alternative | Mean NED | Standard Deviation | Mean Environmental | Worst Case EQ
Benefit NED Benefits Quality (EQ) Score Score
A 1000 52 234 12
B 1200 250 150 80
C 950 10 200 190

This type of information can then be moved forward into a multi-criterion decision-
making process that allows for explicit examination of risk and risk preferences.

A variety of methods are available for working with MCDM problems. As with the risk
assessment techniques, it isimportant to understand these methods, and their basic assumptions.

In general, the MCDM processes involve the steps of :

Choosing criteriafor the analysis
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Rating all alternatives for each criterion

Determining which alternatives are dominated, i.e. other alternatives are clearly better
on all criteria, and discarding the dominated alternatives

Applying various methods to score and rank the remaining alternatives, generally
based on articulating preferences or weights related to the criteria

Unfortunately, in the general case, there is no guarantee, in an MCDM process, that, after
discarding the dominated aternatives, a single aternative will unambiguously be preferred to the
others. Accordingly, it is necessary to apply methods of tradeoff analysis to determine preference
and ranking among the remaining alternatives. Many computer-based decision tools exist to aid
the decision maker in performing this analysis.

In summary, the overall process first starts with an interdisciplinary effort at framing the
problem, and documentation of this effort. Based on the documented problem structure, a
mathematical model of the problem is created. This model is then used to generate numerical
results giving the expected value, and other measures of the parameters of interest. The final
decision may require consideration of multiple criteria each of which must be evaluated for risk.

CHOICE UNDER RISk AND UNCERTAINTY

The nature of the choice problem, when risk measures are used, is illustrated by the
following situations.
Typical — Assumed Certainty

Plan A: NED Benefits of 1.05 million
Plan B: NED Benefits of 1.03 million

Choose A

‘ B ‘ A

v

Under Uncertainty: Guaranteed Amount vs. Range
Plan A:  guaranteed Net NED Benefits of 1.05 million

PlanB: 50 percent chance of Net NED Benefits of .95
million, 50 percent chance of 1.15 million (=
expected value of 1.05 million)

>

There is no clear choice. The decision is made based on risk preferences — is a certain
value of 1.05 worth more than an equal chance at .95 or 1.15. Is the gamble worthwhile? A risk-
averse decision-maker would prefer the certain 1.05 million (preferring to avoid the possible
lower value of .95), while a risk-seeking decision-maker might favor the opportunity to achieve
the higher 1.15 value.
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Stochastic Dominance

Plan A:  average Net NED Benefits of 1.05 million, minimum of
.85, maximum of 1.10

PlanB: average Net NED Benefits of 1.05 million, minimum of
.9, maximum of 1.10

B should be preferred (there is a higher probable minimum,

1

0.8
BA

0.6
mB

0.4

0.2

0

other factors are equal, so there is less exposure to a less favorable
consequence.) B is said to be stochastically dominant over A, because it

Isat least as good on all

possible conditions, and better on at least one condition (higher minimum).

Preferencefor smaller range (lessvariability)?

PlanA: average Net NED Benefits of 1.05 million, minimum
probable of .8, maximum probable of 1.20

PlanB: average Net NED Benefits of 1.05 million, minimum
probable of .9, maximum probable of 1.10

15

1
A
05 -
L1
0

B may be preferred. There is less uncertainty — the range is smaller, so there is less
exposure. There is, however, a larger possible maximum with A. A risk-averse decision-maker

might prefer Plan B.

Slightly higher expected value with increased risk of failure 14 jj

PlanA: average Net NED Benefits of 1.05 million, minimum | .;
probable of .8, maximum probable of 1.20 04 iF

PlanB: average Net NED Benefits of 1.07 million, minimum

02

probable of .7, maximum probable of 1.15

There is no clear choice. Plan B has a higher expected value, but both the minimum and

maximum associated with Plan A are greater. Thisis atradeoff situation.

The addition of risk measures complicates the decision process, but better expresses the

state of knowledge about the situation.
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l1l. RISK IN THE CORPS PLANNING PROCESS

The Corps guidance specifies that risk and uncertainty will be incorporated in the water
resource planning process.

“The Principals and Guidelines state that planners shall characterize, to the extent possible, the
different degrees of risk and uncertainty inherent in water resources planning and to describe
them clearly so decisions can be based on the best available information.

Risk-based analysis is defined as an approach to evaluation and decision making that explicitly,
and to the extent practical, analytically incorporates considerations of risk and uncertainty.

Risk-based analysis shall be used to compare plans in terms of the likelihood and variability of
their physical performance, economic success and residual risks.

A risk-based approach to water resources planning captures and quantifies the extent of risk and
uncertainty in the various planning and design components of an investment project. The total
effect of risk and uncertainty on the project’'s design and viability can be examined and
conscious decisions made reflecting an explicit trade-off between risk and costs.”

(U.S. Army Corps of Engineers Planning Guidance Notebook, ER 1105-2-100, Chapter 2, April
2000)

The Corps planning process is comprised of the following steps:

| dentifying Problems and Opportunities
Inventorying and Forecasting Conditions
Formulating Alternative Plans
Evaluating Alternative Plans

Comparing Alternative Plans

Selecting aPlan

Uncertainty is clearly present in forecasts, which carries through all subsequent steps.
The recognition of uncertainty in estimates of costs, benefits, and impacts falls under the
evaluation step, and is the arena in which risk assessment is most prevalent within the Corps.
Comparison of aternative plans has generally been done based on expected value, without
extensive display of the risk-related issues. The selected plan is frequently (but not aways) the
plan with the highest expected value.

Opportunities exist to enhance the communication and display of risk characteristics in
plan comparison, and to use improved decision analysis techniques taking into account risk in
plan selection.

The work of the Corps is organized within nine business processes:

Navigation
Flood Control / Coastal Protection
Environmental Impact / Ecosystem Restoration
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Hydropower

Water Supply
Recreation

Emergency Management
Regulatory Functions
Support For Others

Risk and uncertainty play roles in many of these arenas, with varying levels of
application of tools, techniques, and models to date. Some example applications and guidance
are given in the accompanying Appendix B on “Risk In the Corps Planning Process.”
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V. METHODOLOGIES FOR RISK ASSESSMENT

Methods for performing risk assessments are well documented elsewhere (U.S. Army
Corps of Engineers, IWR, 1992). The basic approach involves:

| dentification of the important processes and variables (input and output)

Determination of the arenas of uncertainty, and parameterization of the uncertain
variables

Development and/or use of techniques (typically modeling) to combine the input
uncertainties to determine the distribution of outputs

A number of tools and techniques have been developed to alow for characterization,
computation, and / or analysis, including:

Influence diagrams
Decision trees

Systems dynamics models
Monte Carlo simulation

Many of these techniques are embedded in software for model construction that alows
for graphical model creation and parameterization, and then provides numerical solutions.

Influence Diagrams

Influence diagrams are an excellent method for organizing and displaying the inter-
relationships of complex processes and models. They can graphically display the modeler’s view
of the system, incorporating displays of the role of uncertainty.

“In many cases the mathematical model, often expressed as a series of equations, serves
poorly as atool for communicating or structuring a model. A graphic device called an influence
diagram will both display the problem and frame the concept of the model. Displaying it clearly
shows the chief beliefs embodied in the model. Such a presentation can assure a user of the
model or a client of the model builder that a messy situation has been understood and brought
under some control. The influence diagram is a display of al of the decisions, variables, and
outcome attributes that pertain to a problem, along with the influence among them.” (Bodily,
1985.

A variety of drawing conventions can be used for influence diagrams, but, in general,
different shapes are used to represent different kinds of information such as uncertain values,
decision variables and intermediate variables. These shapes are connected by arrows showing
how each variable influences other variables. A variety of software packages are available for
construction of influence diagrams, including Analytica (Lumina Decision Systems,
http://www.lumina.com/) and Precision Tree” (Palisade Software,
http://www.palisade.com/html/ptree.html).
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A simplified example of such adiagram, relating to the economic analysis model used for
determining damages due to levee breaching at Hoover Dike surrounding Lake Okeechobeg, is
shown in Figure IV-1.

Lake Stage T
ARMA

Model

—1 Season

W ater

Component Surface
Probability of ;
Damage Cell y Elevation
Unacceptable
> Damage
. Performance
Function

Breach

Damage .
Tailwater

Elevation

Breach
Type

FIGURE IV-1
VARIABLE INFLUENCE DIAGRAM

Decision Trees

Decision trees are another form of graphical display of problem structuring, particularly
well suited for limited situations where the possible events can be well defined, such asin major
rehabilitation analyses. Decision trees are more explicit definitions of the options associated with
various paths than in the influence diagram and are represented as a branched node-link network.
The decision tree shown in Figure 1V-2 represents a simple analysis of the advisability of
installing a flood warning system, at a cost of $20000. If the probability of flooding is .1, and the
damage associated with flooding in the absence of the warning system is $50000, but is reduced
to $5000 with the flood warning system, then the decision tree analysis suggests that the
preferred choice is not to build the flood warning system. While this ssmple decision tree is
based on expected value analysis, more complex decision tree technologies do provide more
complete risk profiles.
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DECISION TREE

Nodes can represent events or decisions. Event nodes usually have multiple possible
branches, with associated probabilities. The initial decision, at the left-most node, is whether or
not to deploy a flood warning system. Subsequent nodes at the next level to the right represent
possible states, and the associated probabilities, in this case the probability of aflood. Thetreeis
both a form of display and a form of calculation. When consequences are assigned to the
ultimate leaves of the tree, the tree can be “rolled back” to determine, using the rules of
probability and decision rules at decision nodes, the ‘best’ choice (i.e. the decision that
maximizes or minimizes the desired value) based on the various event probabilities. More
sophisticated decision tree software allows for more complex specification of probability
distributions, and, through use of Monte Carlo simulation techniques, can display probability
distributions for desired decision variables.

“The influence diagram and decision tree show different kinds of information. The
influence diagram shows the dependencies among the variables more clearly than the decision
tree. The decision tree shows more details of possible paths or scenarios as sequences of
branches from left to right. But, this detail comes at a steep price: First, you must treat all
variables as discrete (a smal number of alternatives) even if they are actualy continuous.
Second, the number of nodes in a decision tree increases exponentially with the number of
decision and chance variables. ... The influence diagram is a much more compact representation.”
( Lumina Decision Systems, http://www.lumina.com/)
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System Dynamics Models

System dynamics (SD) models represent a particular problem (e.g., water supply
planning) in a time-based simulation framework, composed of standard building blocks
(‘stocks’, ‘flows’) that can be parameterized to suit a particular situation. The model-building
tools are general in nature, and can be used for a variety of different applications, through
construction of the appropriate model. System dynamics models have been used successfully
within the Corps as part of the shared vision modeling effort in which stakeholders participate in
the construction of simulation models. Graphical model building and parameterization, and ease
of construction and use are important features of SD models. The Stella (tm) software package
has been used in a number of projectsin the Corps, including:

Cedar-Green River Drought Preparedness Study, Seattle-Tacoma Washington, 1990-
93

New River Drought Preparedness Study, West Virginia, 1990-93
James River Drought Preparedness Study, Virginia, 1990-93
Boston Area Drought Preparedness Study, Boston, MA, 1990-93

Marais de Cygnes-Osage Rivers Drought Preparedness Study, Kansas and Missouri,
1990-95

Comprehensive  Study of the  Alabama-Coosa-Tallapoosa-Apalachicola-
Chattahoochee-Flint 1994-1996

Devils Lake Decision Support Study, 1997-98

System dynamics modeling allows for the representation of uncertainty by assigning
distributions to variables. The maor strength of SD modeling is the ease of defining and
visualizing the interactions between the components of a system. STELLA is a simulation model
and can support some, but not all the mathematical calculations that inform decisions where risk
and uncertainty are involved. It is weakest in performing repetitive cal culations such as would be
used in numerical analysis or Monte Carlo smulations. It is usually a good or very good tool for
performing sensitivity analysis, and this is the mechanism by which most uncertainty evaluations
have been carried out to date in the Corps efforts.

The strength of shared vision planning is that it develops trust in the basic anaytic
package, and encourages stakeholders to develop quantified performance measures for each
planning objective. This increases the chances that risk assessments can be done and will be
relevant to decision makers and stakeholders. As an example, in the Marais de Cygnes-Osage
Rivers Drought Preparedness Study, Kansas and Missouri, the proposed drought plan met
everyone's expectation when tested with a recurrence of historic 1950s drought, but there were
guestions about performance in a more severe drought. By creating a synthetic six year stream
flow based on atriple repeat of the worst two year flows and correlating those flows to a six year
precipitation volume that was estimated (using the National Drought Atlas) at a 1000 year
recurrence interval, a worst case scenario was created and evaluated. All parties agreed the
hydrologic method was reasonable, if arguable, and that the resulting flows were very low. The
drought plan barely satisfied needs during this hypothetical drought, but that was reassuring to
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decision makers - they had at least considered the worst-case scenario mathematically and
rationally.

In the Comprehensive Study of the AlabamaCoosa-Tallapoosa-Apalachicola
Chattahoochee-Flint, additional uncertainty evaluation was carried out by using sensitivity
anaysis, including impact of uncertainty of forecasts of agricultural production, barge traffic,
levels of water conservation, and groundwater pumping.

The diagrams in Figure IV-3 and 1V-4 show screen captures from the Corps Devils Lake
Stellamodel, showing the internal model structure and a simple user interface screen.
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FIGURE IV-3
INTERNAL MODEL STRUCTURE (DEVIL LAKE STELLA MODEL)
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FIGURE IV-4
USER INTERFACE SCREEN CAPTURE (DEVIL LAKE STELLA MODEL)

Monte Carlo Simulation

The complexities of the combined engineering-economic problem of risk analysis, in
which there are uncertainties associated with the physical performance of systems, and the
economic consequences of that performance, are typically addressed through the use of Monte
Carlo simulation techniques. The complexity of the underlying problem usually dictates that
there is no closed-form, analytical solution. Instead, computer-based simulation is used to
provide numerical characterization of the behavior of various alternatives. Monte Carlo
simulation is particularly useful for physically based real-world problems, where the results of
the ssmulation can be tested against historical and reasonable behaviors.

Monte Carlo simulation combines uncertainties in many variables that describe a system,
to obtain a statistical description of the behavior of the system as a whole. This is accomplished
through repeated runs of a simulation model, varying the input data based on the statistical
descriptions of uncertain parameters. Monte Carlo techniques can be used with existing
deterministic models, by varying the input parameters and repeatedly running the model. Such an
approach was used by the Jacksonville District in adding uncertainty to an existing storm damage
model used for shore protection studies.
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The important sources of uncertainty for a given problem (failure rates, for example) are
identified, and described statistically. These data are then used within a simulation model
developed for the problem. At each point within the simulation at which descriptive data for
uncertain variables are required, the Monte Carlo distribution is used to select a value (through
random sampling from the distribution), which will thus differ from simulation run to ssmulation
run. Many iterations are calculated, and the resultant overall statistics are used in the decision-
making process. A large amount of data must be managed, and the simulation must provide
sufficient information to allow for validation and verification.

Critical issues for effective use of Monte Carlo ssmulation are: appropriate abstraction
and definition of the problem; efficiency of computation, to allow for multiple iterations and
associated statistical validity; management of input data and ease of use; and analysis,
verification, and visualization of results.

Monte Carlo ssimulation is probably the most widely used risk assessment technology
within the Corps. Spreadsheet-based techniques (such as @Risk & , http://www.palisade.com and
Crystal Balla , http://www.decisioneering.com) custom programs, and generic tools (such as the
suite of problem-specific tools available from IWR) have all been used to analyze a variety of
problems, including major rehabilitation for hydropower, shore protection, and navigation
improvement studies.

Since Monte Carlo is an approach to risk/uncertainty modeling, rather than a specific
model, the technigque can be added to other, deterministic models, such as decision trees. System
dynamics models can be run repeatedly to obtain a distribution of outputs. The important
features of the Monte Carlo simulation approach are:

Assignment of probability distributionsto input parameters

Repeated runs of the model (iterations), varying the inputs based on the probability
distributions

Use of information generated by each iteration to develop the statistical distribution
of output parameters

Example Outputs of the Risk Assessment Process

Traditionally, the risk assessment process within the Corps has used models to provide
the mean, or expected value, of parameters associated with each alternative. As noted previously,
thisis not sufficient. At minimum, some measure of the risk associated with achieving the mean
value should be displayed, typically in the form of a range, or standard deviation. At the
maximum, the entire probability distribution associated with the parameters can be displayed.
The following shows a portion of the output associated with the Hoover Dike Model, showing
information on cost statistics:
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Scenario Description Summary 15-Oct-98 5:17 PM

Scenario: T-1000 Description: 1000 Iterations Run Date: 8/21/98 2:44:25 PM
Plan:None General Lake Statistics Simulation Settings
Initial Lake Level Mean:15 Critical Tail Water: 13 Iterations: 10
Start Year: 1997 Initial Lake Level Std Dev:1 Max Lake Level (ft): 24 Cycles: 200
Base Year: 2000 Static Lake Level Mean14.379 Min Lake Level (ft): 10 Interest Rate:0.07125
Hurricanes: Yes Static Lake Correlation:0.535 Lake Moving Average: -0.4856 Seed: 0
O & M Multiplier:1 Static Lake Std Dev:1.5153
Average Cost ($) Min Cost ($) Max Cost ($) Std Dev  Std Error Rehab Cost ($): 0
Repair: 839,851 0 2,795,496 922,155 291,610.9
O&M: 34,949,223 33,803,296 36,259,059 771,873 244,087.7
Damage: 126,273,058 0 302,220,238 106,764,933 33,762,036.4
Total: 162,062,132 106,771,706 33,764,178. 0

Addi tional information showing the uncertainty in other paraneters is also
avai |l abl e:

Random Lake Stage Statistics
Observations: 1000000 Mean: 0.0014 SD: 0.6382 Mux: 3.0332 Mn: -3.1527

Hurri cane Statistics
Code: 0 None Avg: 191. 4284 SD: 2.46578 Max: 197. 0000
M n: 182. 0000

Code: 1 Atlantic Avg: 5.1018 SD: 2.04065 Max: 10.0000 M n: 0.0000
Code: 2 @ulf Avg: 3.4698 SD. 1.97552 Max: 11.0000 M n: 0.0000
Lake Stage Statistics

Annual

Annual : Avg: 14.37826 SD: 1.49826 Max: 21.63107 M n: 10. 00000
Period: 1 Avg: 14.38384 SD: 1.49631 Max: 20.84259 M n: 10. 00000
Period: 2 Avg: 14.37886 SD